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WFH guidance from the HK SFC to manage cybersecurity 
risks 
 
Isabella Wong and Connie Chan  
 
As a result of the COVID-19 pandemic, many people have been forced to work from home and this has created new 
opportunities and very fertile ground for the emergence of cyber threats. Accordingly, on 29 April 2020, the Intermediaries 
Supervision Department of the Hong Kong Securities and Futures Commission (SFC) issued a circular (Circular) 

containing examples of controls and procedures firms can put in place to manage their cybersecurity risks.  
 
Cyberattacks can affect any business but SFC licensed firms are subject to various regulatory obligations requiring them 
to ensure that they have the operational capability to protect their operations and their clients from financial loss arising 
from theft, fraud and other dishonest acts, and to ensure the integrity and security of all information relevant to their 
business operations. In the Circular, the SFC pointed to paragraph 4.3 of the Code of Conduct and Part IV of the Internal 
Control Guidelines as the regulatory sources for this guidance. 
 
We have highlighted below some of the examples provided by the SFC which we think are particularly relevant to asset 
management clients. 

 
1. If a firm allows staff to remotely access the firm’s internal network and system through a Virtual Private Network 

(VPN):  
 

 Only use a robust VPN. Make sure that the VPN provides strong encryption and multiple layers of 

protection as well as use multiple VPN servers, to help protect sensitive data during transmission. 
 

 Use of strong passwords and two-factor authentication. Using a combination of two (or more) 

authentication factors (i.e. what a user knows, what a client has, and who a client is) is known to be one 
of the most effective controls. Criminals might manage to steal one type of proof of identity but it is difficult 
for them to steal the correct combination where more than one is required. 
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 Limit access by external parties. Firms should avoid granting standing or permanent access to external 

parties and only allow system vendors to access specific systems during pre-determined timeframes. 
 

 Update VPN software regularly. Security patches and hotfixes are often added by the VPN developer to 

address vulnerabilities in their system so it is important to update the VPN software regularly. 
 

 Implement network segmentation. Network segmentation helps limit access to the network by outside 

security threats. If an attacker successfully breaches a network that is segmented, it will take them more 
time to break out of that portion of the network to get the information they really want (e.g. client personal 
data). 

 
2. Where firms allow staff to use videoconferencing platforms:  

 

 Do not share meeting links on social media. Invite participants via legitimate channels such as office 

emails and do not share links to videoconferences via social media posts, as this makes it easier for 
unauthorised persons to gain access to the videoconference meeting. 
 

 Control access to videoconferences. Restrict access to videoconferences by checking the email 

address of each attendee and authenticate their identity, making use of “waiting room” features, etc.  
 

 Lock the conference meeting. Once all attendees have joined a meeting, lock the meeting to prevent 

others from entering the virtual meeting room.  
 

 Choose platform carefully and keep software up to date. Firms should assess the security features of 

a videoconferencing platform before using it and should make sure staff are always using the latest version 
of the software (with security patches). 
 

 Do not use personal meeting IDs. Use random meeting IDs instead. 
 

3. In addition: 
 

 Provide cybersecurity training regularly. Provide cybersecurity training to users to ensure that they are 

kept abreast of emerging cybersecurity threats and trends (e.g. phishing and ransomware) and to educate 
them on precautionary security measures (e.g. use of secure Wi-Fi networks ). 
 

 Detect unauthorised access. Implement monitoring and surveillance mechanisms to detect unauthorised 

access to internal networks and systems. 
 

 Incident management and reporting mechanism. Develop and maintain an effective incident 

management and reporting mechanism. 
 

 

Securities and Futures Commission and Competition 
Commission agree MoU 

 
Machiuanna Chu and Sharon Pang 
 
On 28 April 2020, the Securities and Futures Commission (SFC) and the Competition Commission entered into a 
Memorandum of Understanding (MoU) with the intention to enhance their cooperation and exchange of information, so 

as to allow each regulator to perform their respective functions more effectively. This is the second MoU entered into by 
the Competition Commission with a Hong Kong regulator, and is the first MoU the Competition Commission entered into 
with a financial regulator. 
 
Under the MoU, each regulator agrees to notify and consult the other of any issue that it believes may have a significant 
implication for the other regulator. This includes, for example, the development and publication of policies and guidelines 
by either agency. 
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One particular provision of the MoU that is noteworthy is the regulators’ express intention to share with each other 
information regarding relevant market participants in the securities and futures sector, when doing so allows the 
regulators to more effectively exercise their respective powers and perform their respective functions. 
 
For example, each regulator intends to share information with the other, as and when it considers appropriate and 
necessary, regarding issues arising in specific investigations, proceedings and processes relating to a relevant market 
participant. The two agencies also agree to exchange their respective views on policy issues regarding relevant market 
participants, as and when it is appropriate and necessary. Further, the SFC may seek from the Competition Commission 
any views or concerns the Competition Commission may have on any competition related issues. 
 
Under the MoU, each regulator may make a formal request for information to the other with a statement explaining the 
purpose of such a request. Upon receiving such a request, if the other regulator does not intend to respond to the request, 
it must notify the requesting agency and provide reasons for this intention (e.g., the provision of information may 
undermine the efficacy of a leniency policy through the disclosure of information provided by a leniency applicant or 
related to a leniency application). For further information on the Competition Commission’s leniency policy, see our 
previous article.  
 
One important implication brought about by such potential information sharing pursuant to the MoU is the following: if the 
SFC comes across an issue which it thinks may be relevant to competition enforcement, it may share such information 
with the Competition Commission (and vice versa). As such, by enabling information sharing between the SFC and the 
Competition Commission, the chances of detection of breaches of competition rules and/or securities and futures 
regulations may potentially be heightened, making compliance an even more important priority for companies engaged 
in the securities and futures industry. 
 
Representatives of the SFC and the Competition Commission will meet on a regular basis to discuss issues of mutual 
interest, including the implementation of the MoU, further opportunity for collaboration and cooperation, and any proposed 
legislative or policy changes that may affect the performance of their respective functions. 
 
The MoU with the SFC signifies the Competition Commission’s attention at the financial services and asset management 
sectors. It also shows that the Competition Commission is keen to cooperate with other regulators in Hong Kong in order 
to enhance the effectiveness of its enforcement efforts. 
 
 

Mainland China briefing: PBOC and SAFE issue new 
regulations removing QFII/RQFII investment quotas 
 
Shanshan Liu and Faye Meng 
 
On 7 May 2020, the People's Bank of China (PBOC) and the State Administration of Foreign Exchange (SAFE) jointly 

issued the Regulations on Funds of Securities and Futures Investment by Foreign Institutional Investors (《境外机构投

资者境内证券期货投资资金管理规定》)(PBOC & SAFE Announcement [2020] No. 2, the New Regulations available 

here in Chinese), and the Policy Q&A No.1 clarifying certain details in the New Regulations (available here in Chinese). 
The official implementation date for the New Regulations is 6 June 2020. The New Regulations implements a registration-
based management system, which carries out the earlier decision announced by SAFE in 2019 to remove the investment 
quota restrictions on Qualified Foreign Institutional Investors (QFII) and RMB Qualified Foreign Institutional Investors 
(RQFII) (collectively, Qualified Investors). 

 
The following existing SAFE provisions regarding Qualified Investors will be repealed:  
 
(i) the “Provisions on the Foreign Exchange Administration of Domestic Securities Investment by Qualified Foreign 

Institutional Investors” (《合格境外机构投资者境内证券投资外汇管理规定》SAFE Announcement (2018) No.1) 

issued by SAFE and effective from 10 July 2018; 
 

(ii) the “Notice on Issues Relevant to Administration of Domestic Securities Investment by Renminbi Qualified Foreign 

Institutional Investors” (《关于人民币合格境外机构投资者境内证券投资管理有关问题的通知》Yin Fa (2018) 

No.157) issued by the PBOC and SAFE and effective from 12 June 2018; and  
 

https://www.deacons.com/news-and-insights/publications/competition-commission-revises-leniency-policy-for-undertakings-and-introduces-new-leniency-policy.html
mailto:shanshan.liu@deacons.com
mailto:faye.meng@deacons.com
http://www.gov.cn/zhengce/zhengceku/2020-05/07/content_5509577.htm
http://www.pbc.gov.cn/goutongjiaoliu/113456/113469/4019498/index.html
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(iii) the “Notice of the State Administration of Foreign Exchange on Adjusting the Ways of Data Submission by 

Qualified Institutional Investors” (《国家外汇管理局关于调整合格机构投资者数据报送方式的通知》Hui Fa (2015) 

No.45) issued by SAFE and effective from 4 December 2015. 
 

((i)-(iii) above collectively, the Existing SAFE Provisions). 

 
The key points of the New Regulations are as follows:  
 
- The restrictions on the investment quotas of Qualified Investors are removed. Qualified Investors will only need 

to entrust their main custodian to register with SAFE, instead of applying for investment quotas from SAFE as 
required by the Existing SAFE Provisions. 

 
- The limit on the number of custodians is removed. A Qualified Investor can appoint multiple custodians, one of 

whom shall be designated as the main custodian and be responsible for filing and registration with regulators. If 
only one custodian is appointed, it shall be deemed as the main custodian by default. 

 
- Qualified Investors can chose the timing and currency of inward remittance freely, and the procedures for 

repatriation of securities investment income are significantly simplified. The requirements of a special audit report 
on investment returns issued by a Chinese certified public accountant and a tax clearance or tax filing certificates 
under the Existing SAFE Provisions are replaced by a Tax Commitment Letter signed by the Qualified Investor.  

 
It’s worth noting that the New Regulations also include provisions addressing futures investments, which implies that 
China’s futures market will be further opened up.  
 
The New Regulations, aiming to better facilitate foreign institutional investors’ participation in China’s financial markets, 
mark a step forward in further opening up these markets, and make the inbound investment channels more attractive to 
foreign institutional investors. 
 
Separately, on 31 January 2019, the CSRC issued the Measures for the Administration of Domestic Securities and 
Futures Investment by Qualified Foreign Institutional Investors and RMB Qualified Foreign Institutional Investors 

(Consultation Paper) (《合格境外机构投资者及人民币合格境外机构投资者境内证券期货投资管理办法（征求意见           

稿）》, CSRC Measures, available here in English), and the Provisions on Issues Concerning the Implementation of the 

Measures for the Administration of Domestic Securities and Futures Investment by Qualified Foreign Institutional 

Investors and RMB Qualified Foreign Institutional Investors (Consultation Paper) (关于实施《合格境外机构投资者及人

民币合格境外机构投资者境内证券期货投资管理办法》有关问题的规定（征求意见稿）CSRC Provisions, available 

here in English), which proposed to merge the QFII and RQFII regimes and ease some restrictions (for more details 
please refer to our previous Newsletter here). We expect the CSRC Measures and CSRC Provisions will be released 
before long, although currently there are no specific official dates or expected timelines. We will monitor progress and 
share developments.  
 
 

Some lessons to be learned from recent SFC enforcement 
actions 
 
Rory Gallaher 
 
Despite the restrictions on activity affecting Hong Kong since the beginning of the year, there have been several 
enforcement cases reported which can provide some useful lessons or reminders for intermediaries. 
 
Approvals involve due diligence 
 
A requirement for approval for a transaction indicates that the transaction is unusual or involves material risk. The person 
giving approval is on notice that the transaction requires scrutiny, and it is therefore implied that the approval should only 
be given after due enquiry as to the nature and circumstances of the transaction. 
 
In a recent enforcement case by the Securities and Futures Commission (SFC) a responsible officer (Supervising RO), 

who was responsible for monitoring employee dealings and supervising the operation of discretionary accounts at a 
broker (Company), routinely approved transactions by the CEO of the Company (including personal trades, short sales 

and cross trades) without making any inquiries nor checking whether there were any irregularities. 

http://www.csrc.gov.cn/pub/csrc_en/newsfacts/PressConference/201901/W020190131672131237468.pdf
http://www.csrc.gov.cn/pub/csrc_en/newsfacts/PressConference/201901/W020190131672131234135.pdf
https://www.deacons.com/news-and-insights/publications/mainland-china-briefing-proposed-merger-of-qfii-and-rqfii.html
mailto:rory.gallaher@deacons.com
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The CEO conducted illegal short sales through his personal account and the discretionary account of a client without 
informing the Company or the client. He concealed his uncovered positions by buying the relevant stock at the end of 
the trading day. Sometimes he would cover his position through a cross trade with his discretionary client at a price 
favourable to himself. 
 
In spite of an enquiry from the HK Stock Exchange (HKSE) into the short sales, the Supervising RO failed to conduct 

any proper investigation or take any other action apart from issuing a warning letter to the CEO. In every short sale, a 
key question to ask is how cover is being provided. However, the Supervising RO continued to rubber-stamp the CEO’s 
personal dealings, so that the CEO was able to continue his illicit activities for another two months. 
 
The CEO was banned from the industry for 28 months following his criminal conviction for illegal short selling; the 
Supervising RO’s licence was suspended for seven months; and the Company was publicly reprimanded and fined 
HK$6.3 million. 
 
The Company was a relatively small enterprise, and it is likely that there was a high degree of trust between the ROs: 
such businesses often operate as quasi partnerships, which rely on the partners’ good faith and integrity. However, the 
case demonstrates the need for vigilance even in such a relationship. 
 
At the time the trades were entered into, it was unclear whether the Fund Manager Code of Conduct (FMCC) applied to 

transactions for a segregated discretionary account. Since the introduction of the new FMCC, the staff dealing rues of 
the FMCC would clearly apply which, inter alia, prohibit cross trades between staff accounts and client accounts. 
 
The importance of supervision and compliance checks 
 
A licensed asset manager was publicly reprimanded and fined HK$1.5 million for failing to comply with Taiwanese laws 
and regulations and failing to supervise its licensed representatives. About 96% of the company’s business was derived 
from the distribution of investment products in Taiwan through its SFC licensed representatives during the relevant period. 
They lived in Taiwan and only visited Hong Kong for a couple of days per month. The company had no procedures to 
ensure its business was in compliance with Taiwanese laws and regulations. The company had guidelines on cross-
border activities but it did not specify the steps to ensure compliance with local laws and regulations. 
 
This was not the first time the SFC has disciplined an intermediary for failure to comply with overseas regulations. 
 
It was also revealed during the SFC’s investigation that the activities in Taiwan were not adequately supervised by the 
ROs. One of the ROs claimed that he relied on other ROs to supervise sales staff. The second RO said that his ability to 
supervise was ineffective given the sales staff were located in different parts of Taiwan. The third RO said that he knew 
nothing about how the sales persons operated in Taiwan, and the fourth RO said that she did not know where the sales 
persons distributed investment products. It was therefore not surprising that the SFC concluded that the licensed 
company had failed to supervise its licensed representatives adequately.  
 
Had the manager-in-charge regime been in place during the relevant period, there would have been clearer accountability 
for which members of senior management were responsible for ensuring compliance with the relevant requirements, and 
it seems likely the SFC would have held them personally accountable. 
 
In another case involving a broker, a licensed representative was found to have traded securities for a client of a 
discretionary basis. During an SFC inspection, it was found that the relevant account opening documentation did not 
contain the necessary discretionary authority. A discretionary agreement was not entered into until two years after 
discretionary trading commenced, although the broker’s internal controls provided that a client who wished to open a 
discretionary account was required to enter into a discretionary account agreement, and management approval was 
required before commencement of trading. Moreover, the performance and trading activities of discretionary accounts were 
supposed to be closely and regularly monitored by the compliance department, ROs and management. 
 
The licensed representative claimed that the client had verbally authorised him to trade discretionarily and that he had 
overlooked the written trading authorization requirement. His licence was suspended for five months. 
 
Adequate training, supervision and controls might, or indeed should, have prevented the breach occurring: for example, 
a requirement for orders to the trading desk to be supported by a confirmation from the representative as to whether the 
trade was on client’s instructions (and if so how evidenced) or discretionary. Such a control would facilitate checks by 
compliance staff to pick up the breach.  
 
The broker was also criticised for the infrequency of its sample checking of telephone recordings of client orders. The 
frequency of sample checking should be commensurate with the size of the business: with 70 account executives, 10 
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sample checks a month was clearly inadequate. 
 
A licensed representative at another broker was banned from the industry for 14 months for overcharging clients. The 
broker’s regular sample checking of telephone recordings identified a number of bond transactions which the 
representative had executed at commission rates higher than had been previously agreed with the clients. The clients 
had agreed to a commission of 0.2% of the execution price in bond transactions. 
 
The audio-recordings showed that during the price quotation stage the representative quoted the best available prices to 
the clients for the transactions but subsequently executed the transactions at a better price. It is not clear from the 
statement of disciplinary action what information was provided to the clients on execution, but the inference is that they 
were charged the quoted price plus 0.2% mark-up. The case demonstrates the value of sample checking and carefully 
analysing the content of transaction audio-recordings.  
 
In some cases, the SFC has readily inferred a lack of supervision because the intermediary failed to keep adequate 
records to show that adequate checks had been carried out; in other cases, the SFC has concluded that the ratio of 
supervising staff to staff being supervised was manifestly inadequate to enable supervision to be performed to a 
satisfactory level. 
 
The importance of implementing policies 
 
Many of the cases underline the importance of implementing policies, procedures and other internal controls diligently 
and effectively: there is no point in having controls if they are not put into practice, and it can be shown that they have 
been adhered to. In many cases where the relevant licensed entity had written policies and controls which required 
certain approvals to be obtained, or required or prohibited certain actions, in practice individuals simply failed to follow 
procedure, whether through ignorance (as in the case mentioned above) or deliberate malfeasance. 
 
In the SFC’s inspection of the same broker, research reports were found to have been issued in breach of the broker’s 
own controls which prohibited the issue of research on a company within 30 days of dealings in the company’s shares 
by research staff. Staff were required to seek approval for personal account dealings (which was done); compliance staff 
were supposed to add the relevant company to a restricted list (which was not done); compliance staff were supposed 
to check trades and the issue of reports against the restricted list (which was not done). It appears that these oversights 
may have occurred due to confusion over responsibility for conducting the relevant checks and supervision. The written 
policies assigned these tasks to the broker’s head office overseas, but this did not appear to have been adequately 
communicated to, or understood by, staff at both offices, and the relevant head office staff were not receiving the 
information they needed from the broker to carry out their oversight function effectively.  
 
Another research analyst at the broker was found to have traded contrary to his own recommendations and trading 
securities on the broker’s restricted list, in breach of the brokers written policies. He had disguised his trades by trading 
through his father’s account, thus deliberately seeking to avoid compliance with the broker’s requirements, for which he 
was banned from the industry for 12 months. More comprehensive KYC might have established the relationship between 
the analyst and the owner of the account. Trades by the analyst, whether for his own account or for a client, which were 
contrary to the analyst’s recommendations, should have raised questions. 
 
The broker was publicly reprimanded and fined HK$6.4 million 
 
Diligent supervision is required even when there is separation of functions 
 

In a case of conspiracy to steal and conspiracy to defraud, the SFC imposed a life-time ban on a licensed representative 
of a broker who stole HK$110.2 million worth of securities from clients of her employer. The employer had established 
separation of functions between the front office and back office, so that the licensed representative’s criminal acts 
required the participation of her co-conspirator, who was a settlement clerk at the broker. 
 
As a result of the fraud, the broker’s shareholders and directors were required to give an undertaking to the SFC that the 
company, its shareholders and directors would fully compensate any clients affected by the misappropriation of client 
securities, and that undertaking was satisfied at a cost to the company of HK$156 million. 
 
It is interesting to note that there was an opportunity to uncover the fraud, as noted in the report of the criminal 
proceedings: the licensed representative had to fill in an order form. The information in this form was fed into the broker’s 
computer system. Each day the computer system would generate a “Stock Balance by Item Report”. This report recorded 
the total amount of shares held by all clients of the broker and the market value of the shares. The stock balance of the 
Stock Balance by Item Report should tally with the figures kept by the HKSE in its CCASS system. One of the settlement 
clerk’s tasks was to make sure that there was no discrepancy between the two and to compile a “CCASS Stock Matching 
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Report” (Matching Report) for the approval of her supervisors. The settlement clerk’s supervisors would endorse the 

Matching Report if no discrepancy was found, but they did not check the CCASS record, thus giving the settlement clerk 
an opportunity to tamper with the broker’s internal records to cover up the theft. 
 
This case again demonstrates the need for vigilance in supervision, and in times of economic hardship, the need for 
vigilance is even greater, particularly where employees are paid little or no salary but rely primarily on commission for 
their livelihood, will be under increased pressure to cut corners or even resort to criminal activity to supplement their 
incomes. 
 
A clean SFC inspection does not guarantee a clean bill of health 
 
SFC inspections are necessarily limited in scope. Sometimes the SFC will conduct inspections of a number of participants 
in a particular part of the industry, and those inspections will focus on one particular area, such as the sales process. 
There have been many such “themed” inspections which are usually followed by a detailed public report, often with 
summaries of good and bad practices identified by the SFC in the course of the “themed” inspections. Industry 
participants would do well to heed any recommendations and observations in such reports. 
 
In other cases the inspections are more general. Sometimes the SFC will publish beforehand the areas of focus of 
inspections for the upcoming year, which gives intermediaries an opportunity to review their controls and procedures to 
prepare for an inspection. If deficiencies are found which amount to a material breach, they must be reported promptly 
to the SFC. However it is certainly preferable to report a problem which has been detected internally, rather than for the 
SFC to find it on an inspection. 
 
A clean SFC inspection result does not amount to a seal of approval, and does not provide any sort of assurance that an 
intermediary is in full compliance with all applicable requirements. In the fraud case referred to above, a relatively simple 
reconciliation would have alerted the company to the fraud. In the absence of that check, the fraud continued for nearly 
seven years despite an SFC inspection in the interim. 
 
Regular “mock inspections” by third party professional advisers can be invaluable in providing a fresh perspective on an 
intermediary’s business and its compliance systems. 
 
The SFC takes conflicts seriously 
 
In its December 2006 Enforcement Reporter, the SFC said that stealing client assets would lead to a life-time ban. 
Breaches involving dishonesty merit harsher disciplinary action than those involving ignorance or oversight. Somewhere 
in between fall cases involving conflicts of interest. Failing to recognise and manage conflicts fairly may fall short of actual 
dishonesty, but casts doubt on the ethical standards and integrity of those involved, and is therefore a matter to be dealt 
with severely. Personal account trading, transactions with connected persons and other areas which potentially give rise 
to conflicts of interest therefore require particularly close attention. 
 
For example, there have been several cases where the managers of SFC authorised public funds have been fined for 
failing to ensure that, where the funds’ cash was deposited with a bank connected with the manager of the custodian, 
the bank paid interest at normal arm’s length commercial rates. Interest rates during the relevant periods (six years in 
each case) were extremely low, so the amount of the loss to individual investors was immaterial, but the fines amounted 
to between approximately 3.5 and 12.5 times the total loss to the funds. In addition, in each case the relevant manager 
was required to appoint an independent reviewer to examine their internal controls. The costs incurred in management 
time conducting the necessary internal investigation and calculation of the impact on the funds will have been 
considerable. 
 
Records 
 
In many cases, problems can be traced back to inadequate record-keeping. In the absence of an appropriate record, it 
is likely that the SFC will draw an adverse inference: if there is no record of an approval, it will be assumed it was not 
obtained; if there is no record of attendance, absence will be inferred; if an intermediary cannot produce records to show 
that KYC, AML, a suitability assessment or other requirement has been satisfied, it will be assumed that the relevant 
action has not been taken at all. In the context of supervision and compliance, records must be kept of enquiries made 
and checks undertaken or it will be assumed that none were conducted. 
 
The importance of proper record-keeping cannot be over-emphasised. 
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SFC enforcement action for multiple breaches results in 
HK$19.6 million fine 

 
Rory Gallaher 
 
In a recent enforcement action, the Securities and Futures Commission (SFC) issued a public reprimand and a HK$19.6 
million fine to a licensed corporation (LC) for a range of breaches and internal control shortcomings, including failures 

relating to: 
 

1. AML 
2. Authorisation for transactions 
3. Record keeping 
4. Handling of client complaints  
5. Telephone recording 
6. Margin lending  
7. Timely notification of breaches to the SFC 
 
The LC also agreed to engage an independent reviewer to conduct a review of its internal controls. 
 
Whilst the disciplinary action appears to have been primarily focussed on the LC’s margin lending business, general 
lessons can be drawn from the issues raised: in particular, the importance of ensuring that polices are consistent with 
each other; that policies are followed in practice, and that any deviations are supported by adequate written explanations; 
that proper records are kept; that client complaints are dealt with promptly; and that material breaches are notified to the 
SFC without delay. 
 
Key takeaways 
 
LCs must ensure that 
 

 they satisfy themselves as to the source of client funds. LCs must be able to identify the source of all deposits 
made to their accounts, whether by bank transfer or cheque, and should be particularly alert to deposits received 
from third parties 
 

 transactions for clients are properly authorised, and that they know who ultimately originated the instruction for 
each transaction 
 

 orders are properly recorded and client identities and transaction details are properly confirmed in trade 
confirmations 
 

 client complaints are responded to promptly and investigated properly 
 

 material breaches are notified to the SFC promptly – paragraph 12.5 of the Code of Conduct for Persons Licensed 
by or Registered with the Securities and Futures Commission requires that material breaches are notified to the 
SFC immediately 

 

 in conducting margin lending business, clear policies to protect the capital of the LC are documented, particularly 
in relation to setting credit limits, making margin calls and forced liquidation, that such policies are (and can be 
shown to be) strictly adhered to, and that any exceptions are recorded with appropriate written explanations. 

 

 

Another case on suitability and inadequacies in the fund 
sales process results in HK$7 million fine 
 
Rory Gallaher 
 
The Securities and Futures Commission (SFC) issued a circular on 27 March 2020 reminding the industry of the 

importance of compliance with the suitability obligation. Deacons’ client alert, which you can access here provides a 

mailto:rory.gallaher@deacons.com
mailto:rory.gallaher@deacons.com
https://www.deacons.com/news-and-insights/publications/covid-19-reminder-by-sfc-of-suitability-and-client-information-obligations.html
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succinct summary of the sources of the suitability obligation and the SFC’s FAQs on the subject. The alert also drew 
attention to the sampling and monitoring obligations under FAQ 10, which are frequently overlooked. 
 
On 7 May 2020 the SFC reported that it had publicly reprimanded and fined Mega International Commercial Bank Co., 
Ltd. (Bank) HK$7 million over the Bank’s internal system and control failures in relation to the sale of collective investment 
schemes. The SFC’s investigation was triggered by a referral from the Hong Kong Monetary Authority (HKMA). The 

Bank also engaged an independent reviewer to validate whether the shortcomings had been adequately addressed and 
undertook to submit the validation review report to the SFC and the HKMA as soon as it is available. The SFC’s statement 
of disciplinary action can be found here. 
 
The SFC’s investigation revealed significant systems and controls failures in the Bank’s sales process, in particular in 
relation to:- 
 

 KYC; 

 product due diligence; 

 assessment of fund risk ratings; 

 identifying funds which constituted derivative products requiring investor knowledge of derivatives; and 

 ensuring suitability of recommendations and solicitations, including on switches. 
 
Key takeaways 
 

 KYC – the design of the customer risk profiling questionnaire is critical. It needs to cover the essential information 
required by Chapter 5 of the Code of Conduct for Persons Licensed by or Registered with the SFC, and careful 
consideration needs to be given to the weighting of responses. In this case, no score was given to the customer’s 
investment objective or investment experience, and the customer’s knowledge of derivatives was not addressed 
at all. 
 

 Product due diligence – it is not sufficient to rely entirely on due diligence carried out by another group company 
on the products being sold. At least there should be enquiries made into the extent of the due diligence conducted 
by the group company to ensure it covers all the matters required to be addressed under Hong Kong’s regime. 
For example, in this case the overseas group company did not cover categorisation of products as derivative 
products. Due diligence must now also cover whether a product is a complex product, which may not be a 
requirement overseas. 
 

 The suitability assessment can be triggered on a sale of a product or a switch (and in the case of a complex 
product, even if there has been no recommendation or solicitation). 

 

 

Financial Review of the Securities Industry for 2019 
 
Connie Chan 
  
On 16 March 2020, the Securities and Futures Commission (SFC) published its 2019 Financial Review of the Securities 
Industry. This is an annual review which contains statistical information about the financial situation of firms licensed for 
type 1 (dealing in securities) or type 8 (securities margin financing) regulated activities. The data is simply extracted from 
the monthly financial returns submitted to the SFC by those firms under the Securities and Futures (Financial Resources) 
Rules.  
 
According to the review, the total net profits of these firms for 2019 was HK$25.2 billion, which is a decrease of 34.4% 
compared to 2018 (HK$38.3 billion). This was described in the review as being attributable to an increase in total 
overheads and interest expenses as well as a drop in net securities commission income and net profit on proprietary 
trading. 
 
A closer look at these figures reveals that “other” income, comprising inter-company management fee income, advisory 
fees, asset management fees, underwriting fees and corporate finance income, actually went up by HK$4.2 billion (from 
HK$114.6 billion in 2018 to HK$118.8 billion in 2019), but that this increase was undermined by a HK$4.3 billion decrease 
(from HK$24.2 billion in 2018 to HK$19.9 billion in 2019) in net securities commission income.  
 

https://www.sfc.hk/edistributionWeb/gateway/EN/news-and-announcements/news/openAppendix?refNo=20PR42&appendix=0
mailto:connie.chan@deacons.com
https://www.sfc.hk/web/EN/files/IS/publications/Financial%20Review%20of%20the%20Securities%20Industry_2019_Eng.pdf
https://www.sfc.hk/web/EN/files/IS/publications/Financial%20Review%20of%20the%20Securities%20Industry_2019_Eng.pdf
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This data suggests that firms engaging in traditional brokerage business struggled in 2019 as the city experienced its 
worst political crisis in decades, while firms that offer a wider range of services did a better job. Only time will tell how the 
2020 figures will compare. 
 
 

Hong Kong SFC licensing and compliance hints 
 
Isabella Wong 
 
Can electronic signatures be used for SFC licensing applications?  
 
No, currently, applicants still need to provide wet signatures in a prescribed manner for their licensing applications to the 
Securities and Futures Commission (SFC). 

 
Section 402 of the Securities and Futures Ordinance empowers the SFC to prescribe the manner for licence applicants 
to provide information, through publication of forms in the gazette. The current SFC licensing forms (both printed and 
electronic versions) were gazetted on 1 February 2019 and include specific signing requirements, such as the 
requirement for an applicant to sign declaration sections in the presence of a designated person (e.g. notary public or 
practising solicitor).  
 
Therefore, unlike commercial contracts for which private parties may adopt electronic signatures, SFC licensing forms 
are statutory documents and must be signed in a prescribed manner. Although the SFC has recently delayed in obtaining 
individuals’ signing pages of licensing forms due to the Covid-19 pandemic (see SFC’s FAQ 9 on Licensing related 
matters in light of the COVID-19 pandemic), the SFC has not yet announced acceptance of electronic signatures for 
licensing applications. 
 
Following the increasing use of electronic signatures for regulatory filings in other regions, we believe electronic 
signatures will likely be accepted in due course for SFC licensing applications, especially when the e-portal submission 
process is further enhanced with additional certification steps. For recent publications by the Australian Securities and 
Investment Commission (ASIC) and U.K. Financial Conduct Authority (FCA) on the use of electronic signatures for certain 
regulatory filings, please refer to the links below: 
 

 ASIC’s Information Sheet: Foreign financial services providers: Practical guidance on transitional arrangements 
(re-issued in March 2020) 
 

 FCA’s Statement: FCA expectations for wet-ink signatures in light of coronavirus restrictions (issued on 20 April 
2020) 

 
 

Recent publications 

COVID-19 anti-epidemic fund: government announces implementation details of the employment support scheme 
 
“Replacement of screen rate language” in Asia Pacific Loan Market Association (APLMA) standard form loan facility 
agreements 
 
Global stablecoin initiatives: regulatory challenges ahead 
 
Basel Committee on Banking Supervision discussion paper on “Designing a Prudential Treatment for Crypto-Assets” and 
industry response 
 
Asia Securities Industry & Financial Markets Association (ASIFMA) launches “Hong Kong Common Practices for Client 
Onboarding and Refresh” 
 
Execution of documents – recent development in the UK 
 
HKMA’s pre-approved principal payment holiday scheme 
 
Hong Kong: trademark practice - small changes, big differences 
 

mailto:isabellahm.wong@deacons.com
https://www.sfc.hk/web/EN/faqs/intermediaries/licensing/licensing-related-matters-in-light-of-covid-19-pandemic.html#4
https://www.sfc.hk/web/EN/faqs/intermediaries/licensing/licensing-related-matters-in-light-of-covid-19-pandemic.html#4
https://asic.gov.au/for-finance-professionals/afs-licensees/applying-for-and-managing-an-afs-licence/licensing-certain-service-providers/foreign-financial-services-providers-practical-guidance-on-transitional-arrangements/
https://www.fca.org.uk/news/statements/expectations-wet-ink-signatures-coronavirus-restrictions
https://www.deacons.com/news-and-insights/publications/covid-19-anti-epidemic-fund-government-announces-implementation-details.html
https://www.deacons.com/news-and-insights/publications/replacement-of-screen-rate-language-in-asia-pacific-loan-market-association-(aplma).html
https://www.deacons.com/news-and-insights/publications/replacement-of-screen-rate-language-in-asia-pacific-loan-market-association-(aplma).html
https://www.deacons.com/news-and-insights/publications/global-stablecoin-initiatives-regulatory-challenges-ahead.html
https://www.deacons.com/news-and-insights/publications/basel-committee-on-banking-supervision-discussion-paper.html
https://www.deacons.com/news-and-insights/publications/basel-committee-on-banking-supervision-discussion-paper.html
https://www.deacons.com/news-and-insights/publications/asia-securities-industry-and-financial-markets-association-(asifma)-launches.html
https://www.deacons.com/news-and-insights/publications/asia-securities-industry-and-financial-markets-association-(asifma)-launches.html
https://www.deacons.com/news-and-insights/publications/execution-of-documents-–-recent-development-in-the-uk.html
https://www.deacons.com/news-and-insights/publications/hkma’s-pre-approved-principal-payment-holiday-scheme.html
https://www.deacons.com/news-and-insights/publications/hong-kong-trademark-practice-small-changes,-big-differences.html
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Public gathering ban: clear exemption for shareholders’ meetings of listed companies effective from 8 May 2020 
 
Competition Tribunal handed down pecuniary penalty judgement against decoration contractors 
 
Competition Tribunal sets out structural framework for pecuniary penalty assessment in landmark judgement 
 
Online dispute resolution scheme 
 
Hong Kong’s resolution regime for financial institutions - some key issues 
 
SFC concerned over secondary market liquidity of ETFs 
 
State Council decides to extend some preferential tax policies 
 
Competition Commission revises “Leniency Policy for Undertakings” and introduces new “Leniency Policy for Individuals” 
 
Corporate insolvency and restructuring 
 
Corporate insolvency and restructuring - a creditor’s perspective 
 
A guide to Hong Kong security and receivership 
 
Interim measures arrangement between Hong Kong and the PRC - an update 
 
Court dismisses application to set aside arbitral award 
 
Court upholds validity of calls on contractor’s bond 
 
Privacy Commissioner warns security issues in Zoom 
 
Are arbitral hearings prohibited by the group gathering restriction? 
 
Compliance reminder about SFC requirements on use of external electronic data storage 
 

 

Whilst every effort has been made to ensure the accuracy of this publication, it is for general guidance only and should not be treated as a substitute  
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